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Information Technology Ecosystem/Security, 
including Risk Management Report 

 
 

BACKGROUND  
 
The Executive & Audit Committee annually reviews with university leadership top risks that may 
impact Oregon State University’s ability to meet its mission and objectives. Each of the identified 
top risks are assigned to the various Board committees based on alignment with each 
committee’s charter and workload. Through this process, the university identified information 
technology/ecosystem security as a top risk for the university. The Executive & Audit Committee 
provides oversight of the university’s action plan for mitigating this risk. 
 
STATUS UPDATE  
 
A major information security risk area over this past year was the effect of the COVID-19 global 
pandemic on the location of university research, teaching, outreach and engagement work. In 
particular, the majority of faculty and staff work rapidly transitioned from occurring primarily 
onsite to primarily remote as required by state law. This brought some of that work into places 
where the work had not been conducted before. The shift to adaptive pandemic work mode also 
brought to light that many of the tools that Oregon State University uses to protect and manage 
information relied on the presumption the vast majority of work is conducted onsite in university 
workspaces. Additionally, there has been a widespread and dramatic increase in cyber threats 
over the year as demonstrated by examples across the country of several nation state actors 
and criminal groups that operated much more aggressively than in the past to take advantage of 
the rapid transition to remote work faced by many entities during the pandemic.  
 
The drafting and release of the OSU enterprise-wide IT Strategic Plan 2023 provides specific 
guidance for the university’s information security program over the next several years. The plan 
outlines nine projects to protect Oregon State University information assets and stakeholder 
privacy in line with university values: 
 

1. Implement National Institute of Standards and Technology (NIST) cybersecurity 
framework (CSF); 

2. Develop Information Security Roadmap; 
3. Update and supplement information security policies; 
4. Mature OSU’s security incident management system; 
5. Implement a vulnerability management program; 
6. Expand on an identity management program that meets SP4.0 requirements; 
7. Revise and update an ongoing OSU security training and awareness security program; 
8. Establish a tiered security architecture to accommodate different protection 

requirements; 
9. Build security standards and services that support research and regulatory compliance. 

 
All projects are on track, with completed items noted below. 
 
Over the last year, the OSU information security program has accomplished the following, 
consistent with previous guidance from the Board of Trustees and direction from the provost: 
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Personnel 
• Expanded experiential learning opportunities for student workers in Information Security 

policy, program management and security operations. 
 

Policy and Procedure 
• OSU Cybersecurity Framework Profile update provided and briefed to the university’s 

Compliance Executive Committee (CEC). 
• NIST based controls to support compliance for processing Personally Identifiable 

Information and Controlled Unclassified Information matured. 
• Five Information Security Rules (Remote Access, Vulnerability Management, Password 

Management, Log Management and Maintenance) drafted and implemented. 
• Drafting of NIST-based Information Security Manual is underway. 

 
Cybersecurity Services 

• Vulnerability Management System procured and placed into initial service February 
2020. Fully operational capability projected for March 2021. 

• Deployed endpoint management system to address remote work. 
• Published OSU Cyber Resilience Plan and 5-Year Roadmap. 
• Aided TRACE Program with consulting and support from inception to date. 
• Developed prototype high compliance cloud-based service for regulated research, such 

as Personal Health Information, or Controlled Unclassified Information. 
• Defined first Center for Internet Security (CIS) Benchmark defined system for use at 

OSU. 
 

Security Operations 
• Implemented external internet scan service. 
• Conducted incident management and response to several events. 

 
Identity Operations 

• Implemented additional Duo Two-factor services on Canvas. 
• Implementing multi-factor authentication (MFA) with Active Directory accounts to 

address risk. 
• Set the stage for a redesign of the on-premise Active Directory. 
• Commissioned Smart Access program (Zero Trust Architecture), includes reimagining 

identity and access for OSU. 
 
NEXT STEPS  
 
At the April 1, 2021 meeting, the committee will review the risk management report with staff 
and may identify additional follow-up, as needed.
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Oregon State University 
Enterprise Risk Management 

2021 Priorities 
Information Technology Ecosystem/Security 

 

Risk Topic Oversight Summary 

Board 
Oversight 
Committee 

Risk Topic University 
Goal 

Type(s) of 
Risks to be 
Prevented 

Risk Owner(s) 
Primary Risk 

Mitigation 
Strategy(ies)1 

Risk Mitigation 
Team 

Executive & Audit 
Committee 

Information 
Technology (IT) 
Ecosystem/Security 

Revise systems, 
processes, and 
policies to ensure 
all employees 
readily have 
secure access to 
the data they 
need to do their 
jobs and enable 
data-informed 
decisions  

Operational, 
Compliance, 
Financial, 
Reputational 

Provost, Chief 
Information 
Officer (CIO) 

Accept, Reduce, 
Share/Insure 

Chief Information 
Security Officer; 
Executive 
Director, 
Technical 
Solutions 
Architecture; 
IT Security 
Advisory Council 

 
  

 
1 Definitions of mitigation strategies:  

Avoid: Discontinue the activities that present unacceptable risk Reduce: Implement controls, practices, programs to lessen the risk 
Share/Insure: Transfer the risk through insurance programs or 3rd party Accept: Proceed with the activity because the benefit outweighs the risk 
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Mitigation Plan 

OBJECTIVE 1: Identify and Communicate Risks 

Actions to Satisfy Objective Status Report 
a. Perform annual assessment of systems and 

infrastructure. 
b. Enhance existing assessment framework to provide 

additional insight including reorganizing security 
program utilizing the National Institute of Standards and 
Technology (NIST) Cybersecurity Framework (CSF). 

c. Communicate results to Campus Compliance Executive 
Committee (CEC) and IT Security Advisory Council on 
cost/benefit analysis. 

d. Implement OSU CSF, identify program gaps and 
prioritize risk areas. 

 

Initial objective actions complete, with work ongoing: 
1. CISO conducted annual OSU CSF update assessment Feb 

2021 and results communicated to CEC.  
2. Improved risk information has allowed for tailored reporting 

and focused risk reduction tasks. 
3. VP UIT/CIO directed a Research and Education Network 

Information Sharing and Analysis Center (REN-ISAC) 
assessment be performed of the overall OSU information 
security program in spring 2020, using the NIST CSF as the 
assessment basis; assessment deferred due to COVID-19 
pandemic. 

4. OSU Information Security Resilience Plan and Roadmap 
published and documents major program priorities over the 
next 5 years. The Plan and Roadmap was coordinated 
through the IT Security Advisory Council. 

OBJECTIVE 2: Improve security management practice to effectively manage cybersecurity risks. 

Actions to Satisfy Objective Status Report 
a. Implement vulnerability management program for the 

institution. 
b. Expand adoption of two-factor authentication. 
c. Mitigate actions identified in audits. 
d. Mitigate gaps found from security incidents. 
e. Develop Information Security Architecture. 
f. Develop security reporting that supports cybersecurity 

risk determination. 
 

Initial actions complete, with practice improvements underway: 
1. Fielded Tenable and Tanium agents; Cybersecurity and 

Infrastructure Security Agency (CISA) internet facing system 
scan service and developed management practice to close 
deficiencies. 

2. We continue to add two-factor to enterprise critical services, 
most notably Canvas has been added to two-factor support. 
System administrator accounts added to two-factor support. 

3. Audit action items completed with follow-up actions identified. 
4. After-action reports with recommendations are produced and 

action items assigned. 
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5. Five-year Information Security Architecture roadmap 
published. 

6. Metric development and benchmark comparison ongoing. 

OBJECTIVE 3: Mature OSU Information Security Program 

Actions to Satisfy Objective Status Report 
a. Manage the OSU Information Security Program. 
b. Increase and improve cyber workforce skills and core 

competencies. 
c. Strengthen cyber governance. 
d. Create and update cyber and other related policies. 
e. Implement Smart Access/Zero Trust Architecture, 

which will address OSU’s lack of an authoritative 
identity-based IT ecosystem (granting specific persons 
access to appropriate services through unified and 
managed protocols). At present, access is granted to 
individuals on an application-by-application basis, 
which makes the system much more difficult to secure. 

 

Planned activities:  
1. OSU Information Security Resilience Plan and Roadmap 

identifies key capability development for achieving target risk 
profile. 

2. Workforce Development Task Force is reviewing IT skillsets, 
including cybersecurity. NIST National Initiative for 
Cybersecurity Education (NICE) framework to be used to 
guide standards and training for workforce. 

3. OSU IT Strategic Plan 2023 identifies governance as a key 
area; composition and charter for the IT Security Governance 
Council will be updated. 

4. Several new rules are in place the drafting of the NIST-based 
Information Security Manual is underway. 

5. Smart-Access Program has been commissioned and 
requirements to make identity the center of the OSU 
experience are drafted. Other requirements of the project 
include business-driven data security and access. 

 
 
 

METRIC 2: Deliver training and resources to employees 

Goal FY2020 Results Comments 
Increased participation in employees and 
student worker training. 

Delivered information security awareness 
training to 81% of faculty and staff and 
58% of graduate employees, student 
Workers and post-doctoral scholars.  
 

March 2021 faculty and staff are at 92% 
complete. Graduate employees and 
student workers are at 73%. 
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Plan Review and Report Schedule 

Action Oversight Group Completion Date or 
Frequency of Action Comments 

Provide status report Compliance Executive Committee Annually  CEC briefed Sept 2019, March 
2020, and March 2021 

Discuss annual progress 
report University Cabinet Annually University Cabinet briefed March 

2020 
Review annual progress 
report; schedule 
educational and 
discussion items as 
identified in the 
committee’s annual work 
plan 

Audit and Executive Committee Annually 

Audit and Executive Committee 
briefed April 2021 

 


