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Attachment 2: Open Audit Recommendations for Reports Issued as of September 30, 2015 

Item 
Number Project Name 

Original 
Issue 
Date 

Report 
Risk 

Ranking 
Recommendation 

Individual 
Risk 

Ranking 
Status Actions Taken Completion Date 

1 Banner Access Review 12/03/14 High 

Update the Information Security Manual 
to include the roles and responsibilities 
of all stakeholders who oversee access 
to university data stored in Banner. 
Including: (1) criteria for granting, 
updating, reviewing and removing user 
access, (2) the frequency of access 
control policy reviews and (3) the 
identification of high-risk segregation of 
duties. 

High In 
Progress 

A data governance committee was formed in 
2015 to address university-wide data access 
practices. The CIO has developed a new 
university data management policy with 
input from the committee that will address 
access, accuracy and security of all university 
data, including data stored in Banner. The 
policy is currently being evaluated by the 
policy officer. Expected completion date is 
June 30, 2016. 

Original target date: 
6/30/2015 

 
New target date: 

9/30/2016 

2 Information Security Review 05/11/15 High 

Information Security Governance: 
Adopt a formal information risk 
assessment process that identifies 
critical assets, threats and 
vulnerabilities. We also recommend that 
a risk assessment be performed at least 
once a year and be reviewed by the 
information security governance 
committee and the results shared with 
appropriate stakeholders, including 
university leadership 

High In 
Progress 

A risk assessment of critical systems and 
confidential information was presented to 
the information security governance 
committee in January 2016. Results of the 
risk assessment will be presented to 
university leadership. Expected completion 
date is June 30, 2016. 

Original target date: 
6/30/2015 

 
New target date: 

6/30/2016 

3 Information Security Review 05/11/15 High 

Information Security Program Plan: 
Develop a written plan for 
communicating, implementing and 
monitoring university-wide information 
security controls. We also recommend 
that the plan be reviewed by the 
information security governance 
committee and approved by senior 
leadership. 

High In 
Progress 

Priorities for a security program were 
discussed at the information security 
governance committee on January 2016. The 
development of a written security program 
plan is in progress and will focus on high 
priority areas identified in the risk 
assessment. Expected completion date is 
June 30, 2016. 

Original target date: 
12/31/2015 

 
New target date: 

6/30/2016 
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4 Information Security Review 05/11/15 High 

Security Incident Management: Update 
the incident response policy and 
procedures to reflect new roles, 
responsibilities and internal/external 
communication strategies in the event 
of a security breach. We further 
recommend that the chief information 
security officer provide training to staff 
with security incident oversight 
responsibilities. 

High In 
Progress 

An update to the incident response policy 
and procedures is in progress. The policy is 
currently being evaluated by the policy 
officer. Once complete, the new policy will 
be published on the OSU website. Expected 
completion date is June 30, 2016. 

Original target date: 
6/1/2015 

 
New target date: 

9/30/2016 

5 
Sponsored Projects 

Compliance and Controls 
Assessment 

05/20/14 High 

Clarify roles and responsibilities for 
award oversight between and among 
the many areas involved by having a 
clearly defined and documented set of 
expectations to govern the activities of 
the central offices, business centers, and 
departments. 

High In 
Progress 

A clearly defined roles and responsibilities 
chart has been created to ensure all grant 
support staff are aware of their expectations 
of grant management during the life of an 
award. Training has been initiated and a 
holistic training plan will be implemented by 
December 31, 2016. 

Original target date: 
12/31/2015 

 
New target date: 

12/31/2016 

6 
Sponsored Projects 

Compliance and Controls 
Assessment 

05/20/14 High 

Establish a set of common, standard 
operating procedures across all business 
centers (BCs) in areas most likely to 
affect research compliance. High In 

Progress 

This is at the beginning stage of 
development. Initial talks have started 
between functional units. A common set of 
operating procedures will ensure consistency 
in grant management across all disciplines 
and BCs. Once procedures have been 
implemented, training will be conducted 
across all BCs. 

Original target date: 
12/31/2015 

 
New target date: 

12/31/2016 

7 
Sponsored Projects 

Compliance and Controls 
Assessment 

05/20/14 High 

Establish an organizational structure 
where one resource is dedicated to 
support overall management of large 
awards, particularly when there is 
interdisciplinary or cross-
college/department work involved. 

High In 
Progress 

In collaboration with the Faculty Senate 
Research Committee, the Research Office is 
in the process of implementing guidelines 
for interdisciplinary projects and programs 
to ensure a unified team is in place for grant 
management. 

Original target date: 
12/31/2015 

 
New target date: 

12/31/2016 
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8 
Sponsored Projects 

Compliance and Controls 
Assessment 

05/20/14 High 

Utilize system capabilities by continuing 
to educate the research community on 
Grant Reporting and Reimbursement 
System (GRRS) and review account 
classifications for coding transactions. Medium In 

Progress 

The Business Intelligence Center (BIC) is 
continually expanding the functionality of 
the CORE/GRRS system to better serve the 
OSU community. BIC also conducts weekly 
trainings on the functionality of the system 
to ensure business units are properly 
trained. Additional training need will be 
further evaluated. 

Original target date: 
12/31/2015 

 
New target date: 

12/31/2016 

9 
Sponsored Projects 

Compliance and Controls 
Assessment 

05/20/14 High 

Establish common expectations for 
supporting documentation, including 
description/detail of business and 
approval. High In 

Progress 

Initial policy documents, which outline all 
expectations of grant management, are 
complete and will be going to final edit and 
management approval. As part of the 
implementation plan, training will be 
conducted for all impacted units. 

Original target date: 
12/31/2015 

 
New target date: 

12/31/2016 

10 Motor Pool 05/03/15 Medium 

Segregate fiscal duties to ensure 
adequate oversight and monitoring. 
OAS recommends other staff members 
perform the month-end billing 
procedures, with the Motor Pool 
manager approving the final billings. In 
addition, OAS recommends the 
associate director takes a more active 
role in the oversight and monitoring of 
the Motor Pool operation. 

High In 
Progress 

Some fiscal duties for the operation have 
been segregated between the Motor Pool 
manager and Motor Pool office manager. 
Additional oversight of fiscal processes by 
the director of Transportation Services was 
implemented during the follow-up review to 
further mitigate the risks. A detailed step-by-
step guide to month-end procedures has 
also been created to ensure business 
continuity.  
 
Motor Pool is planning to hire an IT student 
worker to help with system programming 
and functionality to further streamline the 
month-end processes with expected full 
implementation by fall 2017. 

Original target date: 
December 31, 2015 

 
Implementation 

Date: March 2016 
(OAS to follow-up to 

confirm 
implementation in 

Fall 2016) 

 


